UBND TINH NAM PINH CONG HOA XA HOI CHU NGHIA VIET NAM

SO THONG TIN VA TRUYEN THONG Déc 1ap - Tw do - Hanh phuc
S6:1445 /STTTT-CPBS Nam Pinh, ngay 26 thang 11 nam 2024

VIV canh bao chién dich tin cong c6 cha
dich cia nhom APT Earth Estries

Kinh gui:
- Céc s0, ban, nganh cua tinh;
- UBND céc huyén, thanh phé;
- VNPT Nam Dinh;
- Viettel Nam Dinh.

Trong qua trinh gidm sat an toan thong tin trén khong gian mang, Trung tam
Giam sat an toan khong gian mang qubc gia (NCSC) thude Cuc An toan thdng
tin, B6 Thong tin va Truyén thong, da phat hién va ghi nhan thong tin lién quan
dén chién dich tan cong c6 chu dich cia nhém APT Earth Estries. Nhom sir dung
hai chudi tin céng c6 diém tuwong déng voi nhau dé khai thac 186 hong an toan
thong tin ton tai trén cac hé théng nhu mdy chi Microsoft Exchange, cong cu quan
Iy b6 diéu hop mang, muyc tiéu cha yéu 1a cac don vi quan 1y ha ting mang va hé
thong thong tin quan trong. Nhém sir dung cic ma doc nhu Cobalt Strike,
Crowdoor, Zingdoor, va SnappyBee dé 1y lan, duy tri két néi, thu thap dir liéu va
che gidu luu lwong mang théng qua proxy nodi bo, ddng thoi lién tuc cip nhat cong
cu dé né tranh phat hién. Cac dir liéu danh cap duogc trich xuat toi cac dich vu chia
sé file an danh hodc may chi C&C.

(Théng tin chi tiér xem tai Phy Iuc kém theo)

Nhim dam bao an toan thong tin cho hé théng thong tin cua cac co quan,
doanh nghiép trén dia ban tinh, S& Thong tin va Truyén thong dé nghi cac s, ban,
nganh cia tinh; UBND cac huyén, thanh ph va VNPT Nam Dinh, Viettel Nam
Dinh phéi hop trién khai thuc hién mot s6 nodi dung sau:

1. Kiém tra, ra soat hé thong thong tin dang st dung c6 kha ning bi anh
huong bai chién dich tin cong trén. Chu dong theo ddi cac thong tin lién quan dén
chién dich tdn cong mang, sin sang cac bién phap bao mat dé tranh nguy co bi tin
cong.

2. Chi dao, huong dan, hd trg cac don vi truc thuoc va UBND cac x4,
phuong, thi tran td churc trién khai thuc hién noi dung trén.

3. Tang cudng giam sat va san sang phuong an xir 1y khi phat hién c6 déu
hiéu bi khai thac, tin cong mang; déng tho1 thuong xuyén theo doi kénh canh bao
ctia S& Thong tin va Truyén thong va cac co quan chirc nang dé phat hién kip thoi
cac nguy co tin cong mang.
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Trong trudong hop can thiét c6 thé lién hé dau mdi hd trg cua S& Thong tin
va Truyén thong: 6ng Vii Van Pinh - K§ su Trung tdm Chuyén d6i s6 va Truyén
thong, s6 dién thoai: 0941972164, email: vuvandinh.stt@namdinh.gov.vn.

Tran trong./.

Noi nhan:

- Nhu trén;

- PAOQ5 - Cong an tinh;

- Phong VHTT cac huyén, TP;

- Trung tdm VHTT&TT céc huyén, TP;
- VP S¢, Trung tdm CDS&TT;

- Cong TTPT So;

- Luu: VT, CBS (anpv).

Vii Trong Qué



Phu luc

Thong tin chi tiét vé chién dich tin cong
(Kem theo Van ban so ...ISTTTT-CDS ngay .../.../2024 cia S¢ TT&TT)

1. Théng tin chi tiét vé chién dich tin cong

Trung tim Giam sat an toan khong gian mang qudc gia, Cuc An toan thong
tin ghi nhan thong tin lién quan chién dich tin cong c6 chu dich ctia nhom APT
Earth Estries. Nhom Earth Estries thuc hién céac chién dich tin cong tinh vi bﬁng
cach khai thac 16 hong trén cac hé thong nhu Microsoft Exchange va cong cu quan
Iy adapter mang. Nhom st dung cac ma doc nhu Cobalt Strike, Crowdoor,
Zingdoor, va SnappyBee dé 1ay lan, duy tri két ndi, thu thap dir liéu va che gidu
lwu lwong mang thong qua proxy ndi bd, dong thoi lién tuc cap nhat cong cu dé
né tranh phat hién. Cac dit liéu danh cap duoc trich xuét t6i cac dich vu chia sé
file an danh hodc may chi C&C.

Ngoai cac ma doc ké trén, hé thong muc tiéu con chira ma doc Cryptmerlin
c6 chirc nang thuc thi I€nh gui téi tr mdy chi C&C va FuxosDoor ma ddc cai vao
IIS trén may chu Exchange, thuc thi 1énh str dung cmd.exe.

Cdc don vi ¢6 thé tai xuong cdc ma I0C tqi: https://alert.khonggianmang.vn/

Mot so IoC lién quan dén cac tan cong gan day:
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2. Tai li¢u tham khao

https://www.trendmicro.com/en_us/research/24/k/breaking-down-earth-
estries-persistent-ttps-in-prolonged-cyber-o0.html
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